CANS talk
Good morning

I am Jim Williams.
I am the Director – International Networking and Operational Assurance at Indiana University and the TransPAC2-CIREN Principal Investigator.
First let me express my regrets about not being present…Traveling to China again is a wonderful opportunity that I hate to miss…but personal and professional responsibilities force me to remain in the US.

Also, let me take this opportunity to wish you a highly successful and productive meeting.
The Title of my talk is: International NOC Cooperation – NOC services, measurement and security supporting global e-science

In the main part of my talk I will make several points regarding my vision for the future of a variety of NOC services in this era of global e-science…but first let me say a few words of general introduction….
Everyone knows and understands the phrases “Today science is global” and”Today all science is e-science”…
Some obvious examples of this are:

Physics experiments such as the soon to come online Large Hadron Collider and many currently online high energy physics projects are large international collaborations with hundreds of investigators.  Huge amounts of data are collected in one location.  This data is then analyzed in a number of locations by different groups of the international collaborators.  Networking is critical in the transfer of data and in this analysis.

But, this global sized effort is not limited to the physics community.  Astronomy researchers lead by efforts in the e-VLBI community and large sky mapping efforts such as the Sloan Digital Sky Survey require equivalent international bandwidth and networking.

One final example…Large international DNA/Genomic data repositories are an integral part of life-science research. Repositories are built as collaborative efforts and then shared World-wide.  Analyses tend to be carried out locally. People may download entire repositories or sometimes just the portions that they need.  Many data repositories are mirrored around the World to distribute load. Examples of these repositories are GenBank - the authoritative repository for published DNA sequences - and FlyBase - a well known repository of data regarding the fruit fly.

And, the list goes on….

Without access to high-performance networking to support the transfer and analysis of data, these global science collaborations will halt, or at least be seriously hindered in their efforts….shades of sending tapes via Federal Express….
So….

What are the implications of global e-Science for high-performance networks and their NOCs?

Just as international science is global…the networks and computational/storage resources that support them are global also.  To be blunt, every research group involved in an international experiment has an expectation of having equal access to data and an equal chance to analyze the data and make discoveries.
Consequently, just as scientific collaborations are global and the networking supporting them are global…the operations of these supporting networks must be global!!!

There will be no “master NOC’ to support global science, at least not in any world I can imagine.  The Global e-Science NOC will be distributed and will consist of a significant “area of intersection” of the existing high-performance NOCS.  IMHO this is the only possible working model.

With this introduction, I would now like to focus the rest of my talk on the areas that need attention as we develop this distributed global e-science NOC…
First and most important….and likely most difficult…security.
Security is critical.  Without security the integrity of data and measurements is called into question.  This is an attack at the core of the e-Science experimental model itself and must be addressed.  
I will make a point about the nature of security and then outline some activities that Indiana University, Internet2 and TransPAC2 are taking to address some security concerns.
First, in many ways security is local.  Each network and NOC must monitor (in some appropriate sense) the behavior of its users.  It must maintain the integrity of network connected workstations and PCS.  And, it must maintain the integrity of the core pieces of network equipment (routers, switches and such).

But, there are global aspects to security also.  NOCs must monitor traffic inbound toward their network.  The NOC has a responsibility to take action (within reasonable agreed upon boundaries) to mitigate the effects of “bad traffic” entering its network externally.  The defining of reasonable actions and “bad traffic” are obvious areas for international discussion and cooperation.
Now some specifics…

Indiana University has a number of programs in place to address security in the local IU network domain.  Some examples of this are required security updates for all network connected systems and required machine scanning prior to initial network connection.

Internet2 and TransPAC2 are working cooperatively to deploy systems to monitor and mitigate “bad traffic”.  I hesitate to talk more publicly about this project, although I am happy to supply more details of this effort one-on-one.  I am certain that Internet2 staff could address this project privately also.

Even with careful attention paid to security, there is always the chance for a security problem.  Rather than wait for a problem to arise and then determine if our security planning is sufficient, perhaps a security exercise or simulation might yield some valuable data.  Internet2 is planning such a security exercise.  I hope to participate, discuss the exercise in some detail at the next APAN meeting and possible persuade APAN to participate in a similar exercise.
These are only examples of small steps being taken in the security area.  What is required is a broad international focus on this problem.

Now I would like to talk a bit about measurement

I recall a quote that goes something like…”Nothing is real unless it can be measured”.  In many areas, I would disagree with that quote, but not in networking.

To support experiments that have international reach, our measurement techniques must have the same international reach.  It is as simple…and as complex…as that…
We must agree to develop interoperable measurement tools and infrastructures so that a research group in Beijing, which is interacting with a research group in Paris can easily and accurately measure their application performance between Beijing and Paris.  

It will be the responsibility of the NOCs in Beijing and Paris to coordinate the required measurements and supply this performance data to the researchers.  This may require stitching together measurements from China, TransPAC2, Abilene and Géant2 to develop a comprehensive view of the e2e picture.  Or, it may require opening a “measurement pipe” under very secure and controlled conditions between the two locations.  Or, it may require something totally different…

Regardless, it will be the responsibility of the NOC to supply this critical assistance to the researchers.

We also need to consider the ability of NOCs to exchange materials about their local environments that have global impact.  A simpler way to say this is development of a global Trouble Ticket System.

NOCs detect problems within the networks they manage.  They know about outages due to scheduled maintenance.  By their nature and responsibility, they are intimately knowledgeable about many or all aspects of the infrastructure they manage.  

Now a portion of that information needs to be shared with other NOCs.  How can we do this?  
Should NOCs give carefully controlled access to their TTS to other NOCs?  This seems like an awkward and fundamentally unworkable plan.  How can I understand a NOC TTS from China…or France?

A better approach might to be to advocate using an existing open source TTS like Bugzilla.  Open source has the advantage of allowing development to proceed from many people.  But, for this model to be successful, there must be an interested (some would say fanatic) group of users/developers.

Another approach would be having each NOC develop a communication add-on to their existing TTS to allow for exchange of fundamental information among NOCs.
Or perhaps there is some way that a Knowledge Base product or a Wiki could be involved to create the Global TTS or information sharing environment.

Whatever the final path, this is clearly a complex and difficult matter that needs further discussion.

Finally, something very elementary, but IMHO, important…personal contact.

International travel is expensive, difficult and time consuming…I know that all too well.  And, there are many people in the audience in China today who travel much more that I do…

Sometimes face-to-face interactions are essential.  But, I claim that, to build the initial set of contacts and familiarity that will be needed to develop a distributed global NOC, a lower more casual level of interaction is sufficient.
I propose a simple access grid video network.  There is no particular problem this network is designed to solve other than the problem that NOCs have not communicated with each other in the past and that must change.  The access grid could be left always on, so another NOC could casually visit your NOC at any time.  When international events such as iGrid or SC occurred, special rooms could be set up where issues related to the demonstrations could be discussed.  If an experiment needed specific attention (the Beijing-Paris experiment described earlier), a special room could be set up where all the involved NOCs could meet to discuss the problem.
Again, this is not very sophisticated, but I think it could be quite useful…and may be fun!!
My conclusion is quite simple….
To support the nature of global e-Science we must have a distributed but closely integrated global NOC…this is required!!
The ideas I have put forward are only ideas…designed to begin discussion.

I suggest we use our existing international meetings such as the current CANS meeting and the upcoming APAN meeting in Tokyo to continue discussions within the US-Asian community and begin discussions with the European community regarding concrete steps we can take to begin development of this distributed global NOC.

Thank you very much for your attention.  Again, I regret my inability to attend this meeting in person.  I am happy to answer questions via e-mail…my email is quite simple…

williams@indiana.edu
Thank you again, and have a productive meeting.

Goodbye.
