CIREN/TransPAC2 Annual Report
1-May-2005 thru 31-March-2006

James Williams, Principal Investigator, CIREN/TransPAC2 (SCI-0441096)
Summary of Project Year 1 Activity
The TransPAC2 Project began with an official signing ceremony in Japan on April 1, 2005.  The Project technically came online and was fully functional on May 1, 2005.  The initial network consisted of a 10G link from the Pacific Wave facility in Los Angeles to the APAN facility in Tokyo, Japan.  From Tokyo, APAN provides connectivity to Asia broadly.  

In October 2005 the network was extended to Hong Kong to provide access for traffic from China (CERNET and CSTNET).  The link owner is for this circuit is our partner NICT – Japan.

In January 2006 TransPAC2 connectivity was extended to Singapore across a new OC-12 funded by NII from Tokyo. This circuit brought up an immediate alternate path to Europe via the TEIN2 Singapore link. Further connectivity to local Singapore and nearby Asian resources is expected within the next six months.  

Concurrent with the Singapore connectivity detailed above, the TransPAC2 network began receiving TEIN2 routes from APAN in late December. TransPAC2 is providing primary transit between the US and TEIN2 member countries.  
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Figure 1: TransPAC2 Topology as of January 30th, 2006
TransPAC2 is an infrastructure project.  As such, TransPAC2 project reporting is organized around four key components of the infrastructure, engineering, measurement, applications and security.  These components are developed as Work Plans and posted on the TransPAC2 web site, www.transpac2.net which is fully developed and operational.   They are updated on a regular basis and archived for reference.  In this Annual Report these four key components are summarized below in the appropriate sections.  Also, please refer to the TransPAC2 web site at www.transpac2.net  for complete details as represented in the submitted Quarterly Reports and expanded documentation.

Significant milestones and accomplishments for Project Year 1 
April-2005

TransPAC2 hosted a “signing ceremony” in Tokyo.  At this ceremony, Memorandums of Understanding were signed between TransPAC2 and the National Institute of Informatics of Japan (NII), TransPAC2 and the National Institute of Information and Communications Technology of Japan (NICT) and TransPAC2 and the Asia Pacific Advanced Network (APAN).  This marked the formal beginning of the TransPAC2 Project.  Peter Freeman of the NSF participated in the event and delivered a commemorative speech.  See www.transpac2.net and http://www.nsftokyo.org/.

May-2005

TransPAC2 OC-192 connection between the US and Asia (APAN facility in Tokyo) officially is active.  The TransPAC2 circuit terminates on a Juniper T320 router that was installed in KDDI-A co-location space in Los Angeles in late April 2005.  The T320 maintains an additional 10GigE connection to a TransPAC2 Hewlett Packard ethernet switch. From there, a KDDI-A-provided metro 10GigE circuit interconnected the TransPAC2 ethernet switch and the Pacific Wave Ethernet facility in Los Angeles. An initial BGP peering with Abilene was established on Day 1. 
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Figure 2: TransPAC2 Los Angeles Topology as of May 1st, 2005

One interesting note…the Juniper T320 was purchased by PacificWave as a part of a larger purchase.  TransPAC2 then repurchased the T320 from PacificWave.  This saved TransPAC2 significant funds and is an illustration of the TransPAC2-PacificWave partnership.

TransPAC2 web site (www.transpac2.net) development begins.  Chad Kotil, an IU undergraduate, is hired as a part-time hourly student to develop the site.
Secured and tested backup agreements with JGN2 and SINET. JGN2 is primary backup, with SINET providing secondary backup services.   JGN2 provides parallel backup if a circuit problem arises within the terrestrial part of TransPAC2.  SINET provides backup for a more serious circuit problem within the oceanic part of TransPAC2 and JGN2.

Developed Engineering, Measurement and Security Workplans.  These Workplans are available in current and archived format on the TransPAC2 web site.  They represent the planning and progress of the TransPAC2 Project toward specific goals in engineering, measurement and security.
September – 2005

TransPAC2 engineers worked with APAN engineering on iGrid-specific configuration tasks.
Examples of supported applications involved in iGrid activities are:

· Data Reservoir on IPv6: 10Gb Disk Service in a Box

· E-VLBI

· Very-Long-Baseline Interferometry (VLBI) is one of the most powerful  techniques available for the high-resolution imaging of distant  radio sources in the universe and for making accurate measurements  of the motion of the earth in space. Multiple radiotelescopes scattered  over the surface of the earth simultaneously record data from a  radio source at streaming data rates as high as 1 Gbps for a 24-hour  period;

· Sloan Digital Sky Survey

· Sloan Digital Sky Survey (SDSS) is a project to carry out imaging and spectroscopic surveys of half the northern sky using a dedicated, wide-field, 2.5-m telescope. The imaging survey with a large mosaic CCD camera will produce digital photometric maps of the sky in five color bands. These maps will be used to extract the position and various photometric parameters of about 100 million galaxies and close to the same number of stars. The SDSS is a collaborative project between the US and Japan involving seven US institutions and the Japan Promotion group (JPG).

· IVDGL (GriPHyn) – now Open Science Grid (OSG) activities

· The iVDGL is a global Data Grid that will serve forefront experiments in physics and astronomy. Its computing, storage and networking resources in the U.S., Europe, Asia and South America provide a unique laboratory that will test and validate Grid technologies at international and global scales. Sites in Europe and the U.S. will be linked by a multi-gigabit per second transatlantic link funded by the European DataTAG project.

October-2005

The Transpac2 router is fully incorporated into the Arbor Networks Peakflow SP product (http://www.arbornetworks.com/) used by the REN-ISAC.  The SP system collects, analyzes, and manages Netflow, SNMP, and BGP data to provide a comprehensive view into traffic traversing the Transpac2 network.  See the Security Section following for further details.
November – 2005

TransPAC2 engineers attended Supercomputing 2005 in Seattle Washington.  Below are  examples of supported applications.

· The Grid Datafarm team participated in the SC|05 StorCloud Challenge and won the "Most Innovative Use of Storage In Support of Science" award! Gfarm file system is a next-generation network shared file system, which will be an alternative solution of NFS, and will meet a demand for much larger, much reliable, and much faster file system.  TransPAC2 provided some of the overall bandwidth for this StorCloud Challenge.  http://datafarm.apgrid.org/software/
· TransPAC2 was the primary trans-pacific network link used for this Band Width Challenge entry by Ehime University and NICT.  Abstract:  A Challenge to Real-time Visualization for 3D Computer Simulations and Satellite Observations for Space Weather http://sc05.supercomputing.org/schedule/event_detail
· TransPAC2 and JGN2 were used for this Band Width Challenge by the NCDM team.  Abstract:  High Performance Mining of Streaming Data.                                                                          http://sc05.supercomputing.org/schedule/event_detail    

· The Open Science Grid (OSG) is a global Data Grid that will serve forefront experiments in physics and astronomy. OSG’s computing, storage and networking resources in the U.S., Europe, Asia and South America provide a unique laboratory that will test and validate Grid technologies at international and global scales.   The OSG demonstrated the capabilities with U.S, European, and Asia counterparts.  The OSG and the OSG grid operations center (GOC) are supported by Indiana University.  TransPAC2 is used as a primary network link to connect the US with the AP-region. http://www.opensciencegrid.org
· AIST used TransPAC2 to transfer large amounts of data for their demo from Tokyo to Seattle.

October 2005
Extended TransPAC2 to Hong Kong (CERNET and CSTNET China traffic).  TransPAC2 router begins seeing CERNET and CSTNET routes. Link owner is NICT – Japan.  OC-48 is split into 2 x 1Gbps at the Hong Kong location to pick up both CSTNET and CERNET traffic.

January 2006
TransPAC2 connectivity was extended to Singapore across a new OC-12 funded by NII from Tokyo. This circuit brought up an immediate alternate path to Europe via the TEIN2 Singapore link. Further connectivity to local Singapore and nearby Asian resources is expected within the next six months.  Concurrent with the Singapore connectivity detailed above, the TransPAC2 network began receiving TEIN2 routes from APAN in late December. TransPAC2 is providing primary transit between the US and TEIN2 member countries. 

The 21st APAN meeting held in Tokyo provided an opportunity for TransPAC2 engineers and Matt Zekauskas from Internet2 to conduct the Internet2 E2E network performance workshop (http://e2epi.internet2.edu/net-perf-wkshp/apan/).  There were approximately 25 people in attendance including representatives from Japan, Korea, China, Hong Kong, Taiwan, Thailand, Malaysia, and the US.  There were presentations from experts in security, measurement, high performance networking, and the medical application space (remote surgery).
February 2006

Established a physical interconnect with the JGN2 network in Los Angeles. JGN2 engineering split their Tokyo to Chicago circuit in Los Angeles and installed a JGN2-managed Force10 ethernet switch. TransPAC2 added a 6-port 10GigE Hewlett Packard Ethernet switch and established a 10GigE cross-connect to the JGN2 Force10. This enabled TransPAC2 to create a supplementary peering with Tokyo across a redundant circuit path. The diagram below illustrates the TransPAC2 topology in Los Angeles as of March 1st, 2006.
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Figure 3: TransPAC2 Los Angeles topology as of March 1st, 2006

Meetings and Presentations

Robb, Hicks and Williams attended the ESnet/Internet2 Joint Techs in Vancouver, July 18-20, 2005.
a. John Hicks attended the Internet2 E2E piPES performance workshop at the Joint Techs meeting in Vancouver.  Discussed teaching the workshop at the January APAN meeting in Tokyo with Internet2 staff.  This will be a joint Internet2, APAN, TransPAC2 workshop open to all APAN members. 
b. Chris Robb provided a TransPAC2 update and had engineering discussions with Pacific Wave. 
c. Web presentations are available at http://jointtechs.es.net/Vancouver20051.htm
 Williams attended APAN20 in Taipei, July 23-27, 2005.

a. John Hicks gave remote presentation at the APAN Taipei NOC session concerning TransPAC2 security and measurement efforts.
b. Williams gave a presentation about NOC-NOC cooperation.

c. Presentations are available at www.apan.net
Williams spoke remotely at APII workshop in Seoul, September 5-6, 2005 about NOC-NOC cooperation.  

Williams attended the NSF Cybersecurity Summit in Washington, DC.  Problematic activity from Asia was a significant issue/problem that was mentioned by many attendees.  It is not clear exactly where this activity originates (R/E networks or commercial networks).  We will do some preliminary investigating and increase our security activities.

John Hicks attended SC05 and gave TransPAC2 presentations at the IU booth and PRAGMA booth concerning measurement.  TransPAC2 participated in a number of SC05 demonstrations.  See both the Performance and Applications sections below.

Williams, Hicks and Robb attended the APAN21 meeting in Tokyo.  Williams made a presentation about the recent Internet2 Security Exercise.  Robb made a presentation about US R/E Infrastructure.  See www.apan.net for presentation details.

Williams, Hicks and Robb attended the Internet2 meeting in Arlington, VA.  Robb gave a keynote talk about International Routing.  Williams provided a TransPAC2 update.  See www.internet2.edu for presentation details.  Also see www.renog.org for a downloadable version of the Chris Robb presentation.

Engineering Summary over Project Year 1

Backup agreements have been negotiated, put into place and tested with NII (SINET) and NICT (JGN2).  Some measurement infrastructure has been put into place in Los Angeles by APAN.  Basic Following the initial US-Tokyo infrastructure installation, TransPAC2 infrastructure [Los Angeles – Tokyo] has been extended by a link to Hong Kong, allowing for peering with both CSTNET and CERNET (Chinese networks).  Following the extension to Hong Kong, the TransPAC2 network was extended to Singapore, with the assistance of The National Institute of Informatics in Japan (NII).

TransPAC2 has co-located equipment in Los Angeles with the National Institute of Information and Communications Technology in Japan connecting the NICT-JGN2 network to the TransPAC2 network.  After the installation of the JGN2 LA switch in late February, TransPAC2 interconnected with JGN2 at 10GigE and obtained backup routes to APAN over the JGN2 trans-Pacific circuit. Efforts are underway to obtain a backup connection to Abilene in Chicago via JGN2’s domestic circuit from LA to Chicago.   See February 2006 material presented above.

In cooperation with DANTE’, TransPAC2 has finalized finalizing arrangements with the European TEIN2 project to provide US-Asian transit via TransPAC2.   TransPAC2 worked closely with the TEIN2 project to help develop a complete and rational external routing policy. Engineers participated in TEIN2 discussions at the APAN conference in Tokyo and developed plans to follow up with a meeting at the Internet2 Members Meeting in April. In the meantime, the TransPAC2 project helped facilitate a discussion between the US-based Routeviews project and the TEIN2 membership in an effort to increase visibility and troubleshooting capability.
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Figure 4: TEIN2 Topology with TransPAC2 circuits
In other significant engineering activities, TransPAC2 engineers participated in an analysis of the International routing in coordination with the National Science Foundation, Internet2, APAN and other various international networks. This set of discussions will lead to a presentation at the Internet2 Members Meeting about the state of global routing. 

TransPAC2 brought up several additional peers in Los Angeles:

a. Redundant Abilene peering in Seattle via Pacific Wave

b. Ultralight IPv4 and IPv6 peering via Pacific Wave

c. National Lambda Rail peering via Pacific Wave (not exchanging routes at this time)

d. Redundant APAN peering via JGN2 LA interconnect

Usage summary and performance activities over Project Year 1

Measurement workshop in Tokyo - 2006

TransPAC2, APAN and Internet2 jointly held a Network Performance Workshop in conjunction with the APAN meeting in Tokyo in January 2006.  The Network Performance Workshop (January, 22-23, 2006), sponsored by APAN/Internet2/TransPac2, was offered at the recent 21st APAN meeting in Tokyo (Jan. 22-26).  This workshop provided hands-on training in the installation and use of several tools used by the Abilene network.  This workshop was developed by Internet2's End-to-End Performance Initiative (E2Epi) and consists of 1.5 days of installation and configuration instructions for bwctl, owamp, and NDT.  Speakers from the US and AP region presented material related to current measurement topics and initiatives for the remaining .5 day of the workshop.  Over 40 measurement experts from the US and AP-region registered for the workshop.  Feedback from the workshop participates was all positive and encouraging.  There were approximately 25 people in attendance including representatives from Japan, Korea, China, Hong Kong, Taiwan, Thailand, Malaysia, and the US.  There were presentations from experts in security, measurement, high performance networking, and the medical application space (remote surgery). http://e2epi.internet2.edu/net-perf-wkshp/apan/).

Supercomputing 05

Hicks with APAN engineers on Supercomputing bandwidth challenge demo schedule and configuration.  Hicks attended Supercomputing 2005 (SC05) and gave TransPAC2 presentations at the IU booth and PRAGMA booth concerning measurement.  See more complete information presented in the Applications  Highlights Section.

iGRID 05

TransPAC2 engineers worked with APAN engineering on iGrid-specific configuration tasks.  See more complete information presented in the Applications Highlights Section.

TransPAC2 is using the statistics and reporting capabilities of the Arbor Peakflow SP System to publish Netflow and BGP analysis.  The Peakflow SP system has a rich set of statistics capability that provides detailed analysis for TransPAC2 traffic.  The SP system implementation is made possible through the REN-ISAC also supported by Indiana University.  Currently a manual process, an automated SOAP interface (under development) will provide updates to the TransPAC2 statistics web page (http://www.transpac2.net/stats.php).  The report format will be consistent with the Peakflow SP security reports concerning TransPAC2 traffic.  Custom traffic reports are available upon request.  Figures 5 and 6 show examples of TransPAC2 traffic reported by the Arbor Peakflow SP system from Monday May 8 through Tuesday May 9 2006.

Figure 5 shows TransPAC2 traffic breakdown (top 5 applications) 

[image: image5.jpg]



Note:  From left to right in the graph above, the legend indicates; irdmi (most likely video traffic), http, ftp, port 8004, and rsync.  Traffic is measured in Mbps.

Figure 6 shows TransPAC2 traffic breakdown by protocol
[image: image6.wmf]
Note:  From left to right in the graph directly above, the legend indicates; UPD, TCP, ICMP,ESP, and GRE.  The traffic is measured in Mbps.

Security events and activities over Project Year 1

Basic security deployment

Basic security infrastructure was put into place on the TransPAC2 T320 router.
a. The TransPAC2 router is protected against intrusions by packet filters applied to the control plane.

b. Using the RANCID system, the Global NOC monitors the TransPAC2 router’s event logs.  The RANCID system automatically emails appropriate engineers.  See the following for more details: http://www.shrubbery.net/rancid/
c. Setup APAN security list (t2-security-l@indiana.edu)
Arbor Systems deployment

The Transpac2 router is fully incorporated into the Arbor Networks Peakflow SP product (http://www.arbornetworks.com/) used by the REN-ISAC.  The SP system collects, analyzes, and manages Netflow, SNMP, and BGP data to provide a comprehensive view into traffic traversing the Transpac2 network.  Hicks configured TransPAC2 for netflow and BGP export for Arbor system.  Hicks completed TransPAC2 incorporation into the Abilene Arbor system.  Configured TransPAC2 classification profiles in Arbor Peakflow SP and started working with the REN-ISAC on daily operational issues and analysis

Below is an example of PeakFlow SP reporting on a TransPAC2 low DDOS alert.  IP addresses and charts are excluded to preserve anonymity.

Figure 1 shows a TransPAC2 incoming ICMP Misuse.
[image: image7.wmf]
Figure 2 show the misuse traffic profile on the Abilene L.A. router.[image: image8.wmf]
Drilling further down in this case exposes individual hosts (/32).  The charts and graphs are disseminated via email and the web.  Certain automated mitigation steps can be arranged as well as real time investigation.

Applications Highlights over Project Year 1
The AR Applications section is divided into two parts.  The first part relates to two high-performance demonstrations held during Project Year 1 (iGrid and SuperComputing [SC]).  The second section relates to standard (day-to-day) applications supported over TransPAC2.

iGrid

TransPAC2 engineers worked with APAN engineering on iGrid-specific configuration tasks.
Examples of TransPAC2 supported applications involved in iGrid activities are:

· Data Reservoir on IPv6: 10Gb Disk Service in a Box

· E-VLBI

· Very-Long-Baseline Interferometry (VLBI) is one of the most powerful  techniques available for the high-resolution imaging of distant  radio sources in the universe and for making accurate measurements  of the motion of the earth in space. Multiple radiotelescopes scattered  over the surface of the earth simultaneously record data from a  radio source at streaming data rates as high as 1 Gbps for a 24-hour  period;
· Sloan Digital Sky Survey

· Sloan Digital Sky Survey (SDSS) is a project to carry out imaging and spectroscopic surveys of half the northern sky using a dedicated, wide-field, 2.5-m telescope. The imaging survey with a large mosaic CCD camera will produce digital photometric maps of the sky in five color bands. These maps will be used to extract the position and various photometric parameters of about 100 million galaxies and close to the same number of stars. The SDSS is a collaborative project between the US and Japan involving seven US institutions and the Japan Promotion group (JPG).IVDGL (GriPHyn) – now Open Science Grid (OSG) activities

· The iVDGL is a global Data Grid that will serve forefront experiments in physics and astronomy. Its computing, storage and networking resources in the U.S., Europe, Asia and South America provide a unique laboratory that will test and validate Grid technologies at international and global scales. Sites in Europe and the U.S. will be linked by a multi-gigabit per second transatlantic link funded by the European DataTAG project.

· PRAGMA – Pacific Rim Application Grid Middleware Assembly

· The Pacific Rim Application and Grid Middleware Assembly (PRAGMA) was formed to establish sustained collaborations and advance the use of grid technologies in applications among a community of investigators working with leading institutions around the Pacific Rim.
SC05

· The Grid Datafarm team participated in the SC|05 StorCloud Challenge and won the "Most Innovative Use of Storage In Support of Science" award! Gfarm file system is a next-generation network shared file system, which will be an alternative solution of NFS, and will meet a demand for much larger, much reliable, and much faster file system.  TransPAC2 provided some of the overall bandwidth for this StorCloud Challenge.  http://datafarm.apgrid.org/software/
· TransPAC2 was the primary trans-pacific network link used for this Band Width Challenge entry by Ehime University and NICT.  Abstract:  A Challenge to Real-time Visualization for 3D Computer Simulations and Satellite Observations for Space Weather http://sc05.supercomputing.org/schedule/event_detail.php?evid=5293
· TransPAC2 and JGN2 were used for this Band Width Challenge by the NCDM team.  Abstract:  High Performance Mining of Streaming Data.                                                                          http://sc05.supercomputing.org/schedule/event_detail.php?evid=5291    

· The Open Science Grid (OSG) is a global Data Grid that will serve forefront experiments in physics and astronomy. OSG’s computing, storage and networking resources in the U.S., Europe, Asia and South America provide a unique laboratory that will test and validate Grid technologies at international and global scales.   The OSG demonstrated the capabilities with U.S, European, and Asia counterparts.  The OSG and the OSG grid operations center (GOC) are supported by Indiana University.  TransPAC2 is used as a primary network link to connect the US with the AP-region. http://www.opensciencegrid.org/index.php?option=com_frontpage&elMenu=Home
· AIST used TransPAC2 to transfer large amounts of data for their demo from Tokyo to Seattle.

Day-to-day applications

"The primary goal of TransPAC2 is to increase research and educational (R/E) collaboration between the United States and Asia. To increase R/E collaboration, TransPAC2 will deploy a secure, production-quality high-performance network infrastructure between Asia and the US and will assist our Asian partners in the deployment of high-performance infrastructure within Asia.  TransPAC2 will enhance collaborations between US researchers and governments and Asian researchers and governments. TransPAC2 will also provide technical support for collaboration activities where requested."

TransPAC2 provides the “glue” for international collaborations.  Application areas include:
·   High Energy Physics

·   Earth Sciences

·   Astronomy

·   Bioinformatics

·   Medical sciences

·   Remote access to major research instruments

·   Data resources

·   Community Grids

·   Computing and storage Grids

·   Other enabling technologies (i.e. middleware …)

·   Collaboration technologies

Budget Summary 


[image: image9.emf]CIREN/TransPAC2 Budget Year 1

One-time costs Expended

Yearly

Router/switch equipment in LA

Juniper T-320 router 380000

HP 3400 switch 0

HP 6400 switch 2 0

Total

On-going costs

Circuit costs and related expenses

OC-192 Los Angeles - Tokyo 504000

PacificWave connection fee 21000

KDDI-America co-lo fee 18000

Juniper T-320 maintenance 28000

Personnel costs (including indirects)

One-half network engineer 68250

One-half NOC support 39000

Student hourly 6000

Travel and other

Travel 28500

Reporting 5000

Total 717750

Total Year 1 1097750



Plans for Project Year 2 (1-January-2006 thru 31-December-2006)
Engineering

· Full incorporation of JGN 2 switch into TP2 plans including VLAN from LA to Chicago.

· Development of “international routing” paper and plans for more structured and deliberate monitoring of international routing.

· Careful consideration of how the CCIRN lead RENOG effort fits in to IRNC activites.  Possible development of the RENOG concept within Joint Techs.  Clearer interface between network management and lightpath development activites.

· Further participation with Internet2 control plane signaling initiatives

Measurement

· TransPAC2 will install a high-performance HP (10G) measurement machine in LA.  This machine will facilitate HP application and link debugging and testing.  Application support and testing are planned for SuperComputing 2006 (SC06)

· TransPAC2 will continue to utilize the statistics and reporting capabilities of the Arbor, PeakFlow SP system.  

Security

· TransPAC2 will continue integration and development with the REN-ISAC and it’s facilities including the Arbor PeakFlow SP system.  Web portal views are offered as development and analysis tools.  Web services are also available for development.

· TransPAC2 proposes to install a second HP machine in LA for security analysis.  

Applications

· Application support will continue to be a priority.  TransPAC2 will support a number of demonstrations from the AP-region for SC06.  Outside of events and demonstration, we will actively seek out researches and educators in the AP-region to utilize the TransPAC2 link.  
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