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IRNC Review – TransPAC2 Workplan Issues

Prepared by James Williams – Principal Investigator

Following are eight issues raised directly in the TransPAC2 portion of the IRNC Review.  While other issues in the review require IRNC wide action, these issues are related specifically to TransPAC2.  As such, the issues will be addressed via an IRNC Review Workplan.  The Workplan will be updated regularly, in a manner similar to the other TransPAC2 Workplans. 

1. Work with our partners in Asia to develop a deeper view into and understanding of routing issues and traffic load across the existing multiple trans-Pacific links.

Routing within the Asia-Pacific area is complex, made more so by the new activity caused by the TEIN2 network.  TransPAC2 is involved in two activities focused on developing a better understanding of AP routing and R/E routing in general.  The Research and Education Network Operators Group (RENOG) has met on 4 occasions (at both Internet2 meetings and APAN meetings).  Presentations from these meetings are available on the RENOG web site (http://www.renog.org).  See in particular the presentation by Akiro Kato regarding the December 26, 2006 earthquake in Asia.  In addition to the RENOG activities, the APAN meetings have held sessions within the Network Engineering section relating to international routing.  APAN presentations are available at:  http://www.apan.net.  This activity is ongoing.
2. Work with our partners at the APAN NOC to deploy perfSONAR in the spring of 2007.

The TransPAC2 LA node is a full participant in perfSONAR.  The TransPAC2 Tokyo node is also a full participant in perfSONAR.  While development and enhancement of perfSONAR capabilities will continue, this activity is complete.
3. Work closely with the Internet2 Telemedicine Group and the APAN Telemedicine Group to encourage and assist their activities.

TransPAC2 will continue to keep abreast of the activities of both the Internet2 and APAN telemedicine group by attending meetings and receiving correspondence through the relevant email lists.  Every effort will be made to disseminate information to each group where appropriate and encourage the use of the TransPAC2 network. Discussions concerning US and APAN Telemedicine groups were hold during the APAN conference in Manila.  Further discussions are between US and Asian researches are scheduled for the Spring Internet2 members meeting 2007.  TransPAC2 will participate in the South Asia medical forum scheduled for the Internet2 Member Meeting.
4. Work more closely with PRAGMA to assist in their Grid related efforts.

TransPAC2 will continue to provide guidance and support of PRAGMA activities as an active member of the steering committee.  Both Williams and Hicks attended the recent PRAGMA meeting at NCSA.
5. Work closely with KDDI-America (and possibly other vendors) to deploy Layer2 services across TransPAC2.

Layer 2 services will be included in the next TransPAC2 RFP for circuit services, to be released in December 2007.  APAN has purchased the necessary equipment to provision Layer 2 services across TransPAC2.  TransPAC2 will also make appropriate equipment purchases.  We expect Layer 2 services to be implemented across TransPAC2 for the final two years of the IRNC award.
6. Develop a better understanding of network usage.

TransPAC2 unveiled a new measurement website,  http://globalnoc.iu.edu/transpac2/measurement.html , in an effort to consolidate our efforts and make our resources more available.  This site changes frequently as resources become available.  More detailed traffic reports are now included in the quarterly report.  Quarterly and annual usage graphs for peer, tcp, and udp traffic as well as a histogram of the number of bgp routes are included.  This list will grow with time.

7. Using Arbor PeakFlow tools to set autoblocks.

It is our experience that the auto-blocking capabilities of the Peakflow system be used as a guide or indication that some action should be taken.  There should always be a human in the decision making process, based on available resources.  TransPAC2 utilizes the front line and engineering staff of the Global Research NOC to monitor the link 24x7x365.  When a network anomaly is detected there are qualified personnel to take appropriate actions.  TransPAC2 understands that this does not apply to other networks with limited resources.  There is a danger with any auto-mitigation scheme of exploiting blocking rules and creating a denial of service at the network level.  Another concern is that Peakflow uses sampled netflow and even a highly tuned system will have false positives.  Finer grained data and deeper packet inspection is required to determine the true nature of traffic on the link.  Requiring a human in the mitigation process helps to reduce errors in anomaly detection and action required to combat network threats. We will continue to work with Arbor Systems to refine their autoblock capability.    

8. Investigate implementing VCs to LHC sites served by TransPAC2.

Investigation into the specific needs of LHC communities will be accomplished in conjunction with work with PRAGMA, Open Science Grid (OSG), and other grid related organization like the OpenGridForum.  TransPAC2 is currently an IP packet based network and therefore does not provide direct support for virtual circuits, however TransPAC2, in its current configuration, could be used to provide MPLS services across the Pacific connecting say the Internet2 network to networks in APAN.  As TransPAC2 evolves and Layer 2 capabilities are available, direct VCs will be investigated.  See item #5 above.
