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Problem Statement

Security is a critical element of any high-performance network deployed today.  Appropriate levels of insuring the security and integrity of the network infrastructure and protecting connected cyberinfrastructures against threats that transit the network are required.

Introduction
TransPAC2 will provide high-performance advanced network interconnections between the US and Asian research and education networks at speeds up to 10Gbps.  Initially the TransPAC2 connection will be a tradition IP-based service.  Future network enhancements could include circuit based lambda technologies.  In addition to providing transpacific networking infrastructure for scientific and research collaborations, TransPAC2 will support large ancillary populations such as students in university residence halls and K-12 sites.
While providing high-performance resources for R&E experiments, these connections also have the potential to provide a high-performance access threat to US and global infrastructure.  Given the high-speed nature of R&E networks, and their common provision of 100 and 1000 Mbps connections to the desktop, the R&E end-user community is a prime target for network intrusions designed to gather “zombie” machines to participate in high-volume Distributed Denial of Service (DDoS) attacks, steal identities, etc.  Network security threats do not have national boundaries, and data shows that a substantial amount of active threats directed at U.S. cyberinfrastructure is sourced overseas. Compounding that problem is the absence of effective international coordination and enforcement mechanisms
The two security areas addressed throughout this project are protecting the network infrastructure itself and analyzing the data that transits our network.  Protecting the network infrastructure is accomplished by packet filters applied to the control plane of the TransPAC2 router, keeping up to date on the vulnerabilities that effect network components, and monitoring device event logs.  The TransPAC2 router is managed through the (Global Research) GRNOC and has a similar software security policy as the Abilene network routers.  The TransPAC2 PCs are protected and monitored with Bro IDS and remotely with the Internet Security Systems product Internet scanner.  These systems provide security audits and port scanning of TransPAC2 network devices.  In order to examine transit TransPAC2 traffic, NetFlow, SNMP, and BGP data are sent to the Research and Education Networking - Information Sharing and Analysis Center (REN-ISAC) for detailed analysis.
Hosted by Indiana University and with the support and cooperation of Internet2 and EDUCAUSE, the REN-ISAC
 is an integral part of higher education’s strategy to improve network security through information collection, analysis, dissemination, early warning, and response. REN-ISAC services and products are specifically designed to support the unique environment and needs of organizations connected to served higher education and research networks, and support efforts to protect the national cyber infrastructure by participating in the formal U.S. ISAC structure.

The REN-ISAC collects information through: network instrumentation such as NetFlow and router port traffic statistics, a REN-ISAC operated darknet that monitors for sources of worm and other threat scanning, the Global Research Network Operation Center (GRNOC) operational monitoring systems, daily cybersecurity status calls with other ISACs and US-CERT, vetted/closed security collaborations, network engineers, vendors, security mailing lists, and members. Analysis of information from these flows yields information that is provided to the REN-ISAC member community through daily “weather reports”, alerts, and private reports to individual institutions regarding threats observed sourced from their domain. In addition the REN-ISAC responds to requests for assistance by institutions for aid in tracking and identifying specific threat activity. The REN-ISAC operates a 24x7 Watch Desk, collocated with the Global NOC.

In late November 2005, Internet2 and the REN-ISAC sponsored an Abilene security exercise at the Global NOC in Indianapolis.  The objective of this exercise was to simulate certain security problems and determine if the procedures of the REN-ISAC and the Global NOC represent appropriate responses.

A detailed presentation discussing this exercise was presented at the APAN meeting in Tokyo in January 2006. APAN members were encouraged to conduct similar exercises and to plan a joint exercise with Internet2, the REN-ISAC and the Global NOC.  The objective of this exercise was to investigate processes and interactions between different groups in general not to solve specific network issues presented by the exercise. Two scenarios; a DDoS attack and a router/system compromise were introduced during this exercise.  The TransPAC2 and Global NOC engineering staff played a critical role in attempting realistic resolution to each scenario.  Offsite individuals including Internet2 executives and journalists were also incorporated into this exercise.  

A number of important issues were identified as a result of this exercise.  The critical relationship between the Global NOC Service Desk, the engineering staff, and security resources being the most important.  Communications between these groups is vital to any problem resolution.  Other issues that surfaced as a result of this exercise were the lack of clarity about whom to contact about a widespread outage (i.e. nasty DDoS attacks), a clear plan for communication and problem resolution in the event of a major network outage, and how to deal with the press.  This was a valuable exercise that shed light on a number of expected and unexpected areas.  Policies and procedures are influenced by the identification of problem areas and will hopefully lead to better incident response times and coordination between groups.

During the 22nd APAN meeting in Singapore, presentation material was delivered concerning detailed information about TransPAC2 security analysis through the Peakflow SP and other systems.  TransPAC2 engineers coordinated a security BOF (birds of a feather) during this meeting.  Collaborative activities including fingerprint sharing with NICT and CSTNET were discussed.     

TransPAC2 is seeking additional funding to purchase hardware required for network traffic data collection and security analysis on the TransPAC2 OC-192 circuit.  TransPAC2 is interested in connecting a 10G capable machines to analyze traffic traversing the TransPAC2 network with the Bro Intrusion Detection System.  There are a number of unique aspects of this project:

1. Limited activity running Bro IDS at 10Gbps.

2. Bro IDS was not designed as a backbone tools.

3. Production network environment. 

4. Direct feature comparison with PeakFlow SP system.

TransPAC2 is already under the Arbor Systems – Peakflow SP umbrella as part of the Abilene network security implementation.  This service is provided by the REN-ISAC
 also managed by Indiana University.  Collaborations with US code develops and our partners in the Asian-Pacific region will help address operational and technical aspects in order to more quickly identify security issues and take appropriate actions. Project partners include TransPAC2, the REN-ISAC, APAN, and the Bro development team.
Bro
The Bro IDS is ordinarily employed at institutional network borders or within an institution. Bro has features and capabilities that may prove useful for security protection and response on research and education backbone networks. Bro has a 10-year history of development targeted at open research environments. We propose to undertake a live examination of Bro IDS on the production TransPAC2 backbone network. Bro features that are amenable to backbone use will be enumerated, analyzed, and tested in live deployment. A comparison will be made to the features and capabilities of the deployed Arbor Peakflow SP system. Strengths and weaknesses will be identified.  
Current status
The following items describe actions taken to ensure the security of the network infrastructure itself.

· The TransPAC2 router is protected against intrusions by packet filters applied to the control plane.  

· The operating systems of all network components are up to date.

· Know vulnerabilities are fixed where appropriate. 

· Using the RANCID system, the Global NOC monitors the TransPAC2 router’s event logs.  The RANCID system automatically emails appropriate engineers.  See the following for more details:  http://www.shrubbery.net/rancid/
· The TransPAC2 network components are fully incorporated into the Global Research NOC (GRNOC) monitoring infrastructure.

· The Bro IDS and Internet scanner (ISS) provide security auditing and port scanning of TransPAC2 network devices.

The following items describe activities related to the analysis of data that transits the TransPAC2 network.

· REN-ISAC provides a daily view of national cybersecurity threats and potential dangers.  Analysis of data from the TransPAC2 router is aggregated with other REN data to provide this view.
· The Transpac2 router is fully incorporated into the Arbor Networks Peakflow SP product (http://www.arbornetworks.com/) used by the REN-ISAC.  The SP system collects, analyzes, and manages Netflow, SNMP, and BGP data to provide a comprehensive view into traffic traversing the Transpac2 network. 

· TransPAC2 is using the security and reporting capabilities of the Arbor Peakflow SP System to publish (private) security analysis through a SOAP (Simple Object Application Protocol) interface.  The Peakflow SP system has a rich set of statistics and security analysis capability that provides detailed analysis of TransPAC2 security events.  The SP system implementation is made possible through the REN-ISAC also supported by Indiana University. As of September 1st, these updates are in place.  The TransPAC2 project auxiliary website (http://pheezer.uits.iupui.edu/pfgw/) allows visitors (passwords are available to appropriate personnel) to query TransPAC2 networks’ security events through the Arbor systems Peakflow SP.  The report format will be consistent with the Peakflow SP measurement reports concerning TransPAC2 traffic.  Custom traffic reports are available upon request.

· Web portals provide a restricted (passwd protected) view into TransPAC2 activity to TransPAC2 peers.

· email and web notification are provided to the GRNOC and others concerning network anomalies (i.e. DDOS, worm/virus profiling, and other network events).

Below is an example of PeakFlow SP reporting on a TransPAC2 low DDOS alert.  IP addresses and charts are excluded to preserve anonymity.

Figure 1 shows a TransPAC2 incoming ICMP Misuse.
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Figure 2 show the misuse traffic profile on the Abilene L.A. router.[image: image2.wmf]
Drilling further down in this case exposes individual hosts (/32).  The charts and graphs are disseminated via email and the web.  Certain automated mitigation steps can be arranged as well as real time investigation. 
TransPAC2 engineers along with REN-ISAC and APAN are working to develop effective international coordination, information sharing, and other corporative mechanisms.  There are efforts under way to provide researchers and engineers with meaningful data to improve application performance, help debug network problems, and provide data for security.  TransPAC2 created a mailing list for security groups within the Asia Pacific region.  Through this list and other APAN events, TransPAC2 will disseminate information and participate in security discussions.  To subscribe to this list please contact John Hicks (jhicks@iu.edu).

2005-2006 Work Plan
The following is a list of things that will be implemented during this time period.  The list will be augmented as procedures and techniques change.
· Packet filters applied to the router control plane are updated when appropriate.

·  TransPAC2 network component operating systems are constantly upgraded to fix bugs and combat known vulnerabilities. 

· Firewall filter graphing will be used in association with SNMP counters to monitor traffic levels for various protocols and ports.  See the following link for an example of this implementation:  http://vixen.grnoc.iu.edu/jfirewall-viz/.  

· Implement 10G machine to compare Bro IDS with Arbor systems Peakflow SP (based on available funding).

a. The following are examples of planned analysis and comparisons:

i. direct network anomaly detection and alerting

ii. fingerprint sharing 

iii. botnet detection

iv. identification of probing systems

v. BGP analysis 

vi. DNS attack analysis

vii. malware activity

viii. custom profiles using the Bro language

ix. connection history support to analysis

x. Bro shunting for support to higher traffic rates

xi. Test feasibility of fingerprint sharing 
· TransPAC2 engineers will continue to work with the REN-ISAC to develop custom data mining portals and reports for anomalous events and trend analysis.

· Discard routing features will be implemented for the BGP community and routing policy.

· Formal security policies and incident event procedures will be published.

John Hicks will attend the Arbor Networks user Summit help in Toronto, October 2006.  Representatives from the AP region will also attend this summit.  This summit should provide information about Peakflow SP future development, road map, and best practices.  Collaborative activities will be discussed between TransPAC2 and organizations in the AP region. 

TransPAC2 is working with Internet2 and the REN-ISAC to conduct future security exercises on Abilene and other networks.  The value of these security exercises was emphasized in presentations and discussions at the recent APAN meeting in Tokyo.  TransPAC2 will also work with Internet2, the REN-ISAC, and APAN to conduct an international Asia-US security exercise.  Developing inter-NOC communications and trust relationships are major goals of these exercises.  We must all work together to combat cyber-terrorism and protect our resources from abuse.  

2006-2007 Work Plan
As networks evolve to higher speeds and greater complexity, security becomes more challenging. TransPAC2 engineers will collaborate with security groups in the US and Asian Pacific region to keep abreast of new technologies and new cyber threats.  Areas of global cooperation and coordination include:

· Developing Inter-NOC communication and trust relationships

· Developing global cyber-security contact databases

· Developing global early warning and response policies and procedures 

· Technology exchanges

Continue Bro IDS, Arbor Peakflow SP testing (based on available funding).

� http://www.transpac2.net


 http://www.ren-isac.net/


� Research and Education Networking Information Sharing and Analysis Center; http://www.ren-isac.net





